TERMS OF REFERENCE

. PROJECT TITLE

Supply, Installation, Configuration and Support of Migration License for the Existing
Firewall of the Bureau of the Treasury

. DESCRIPTION

The project calls for the supply, installation, configuration, and support of migration
license for the Bureau of the Treasury current firewall configuration. The tool aims to
standardize network security policies and streamline the migration process of existing
firewall configuration, lowering the risk of errors and assisting in the maintenance of a
consistent and secure network environment, ultimately improving the organization's
overall network security posture.

3. AGENCY BUDGET FOR THE CONTRACT (ABC): Php 350,000.00

Note: Inclusive of 12% VAT, installation, delivery cost and all other charges.
. PROJECT DURATION, DELIVERY AND ACCEPTANCE

Must complete the project within 30 calendar days from the receipt of the Notice to
Proceed.

TECHNICAL SPECIFICATIONS

BIDDER’S
PART | ACTUAL
STATEMENT OF REFERENCE
AGENCY SPECIFICATIONS COMPLIANCE OFFER

1. General Requirement:

1.1. The solution must be able to
migrate with hassle-free
eliminating errors in translation
to the latest Operating System.

1.2. The solution must provide
compatibility on existing
firewalls to new ones during the
migration of the same brand.
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1.3. The solution must be deployed
in software based and
compatible to MS Windows.

1.4.The solution has 1 year of
subscription of providing
unlimited number of
conversions.

2. Feature Requirements:

2.1. The solution must comply to
best practices to ensure
conversion of operating system
from old to new ones.

2.2. The solution has capability not
only to support existing OS of
old to new one but as well as
supports broad and legacy
firewall brands.

2.3. The solution will be able to
convert the configuration similar
to management console of the
old and new firewalls as

follows:

2.3.1. Interfaces

2.3.2. Routes

2.3.3. NAT

2.3.4. Security Policies
2.3.5. Objects

2.3.6. VPN

2.4. The solution must be able to
pose flexibility allowing to
change or tune the
configuration.

2.5. The solution must be able to
provide summary
documentation for every
conversion.
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BIDDER’S
PART Il. OTHER CONDITION AND REQUIREMENTS STATEMENT OF
COMPLIANCE

1. PROJECT PLANNING, IMPLEMENTATION AND SERVICES
1.1. Organize project briefing / kick-off meeting and submission of
inception report for approval before implementation.
1.2. Installation and configuration of the migration tool.
1.3. Setup of migration tool license.
1.4. Transfer the current firewall configuration to the new firewall
appliance.

2. FREEBIES

2.1. Freebies (if any/existing)

2.1.1. The Bidder must submit on separate sheet specifying the
quantity and the name of all included freebies remarked as
“Freebies”.

2.1.2. The quantity of the Freebies (if any/existing) shall not affect the
result of the bidding.

3. MODE OF PAYMENT
3.1. One-time payment upon completion of the project

4. NON-GRAFT CLAUSE
4.1. The winning supplier warrants that it has not given nor promised to

give any money or gift to any officer or employee of the BTr, or any
member of the Bids and Awards Committee, BAC secretariat or
TWG, to secure this contract.

Prepared by: ITO -1, SAD
Reviewed by:
DAVID ANDREI P. DE MESA
ISA —1ll, SAD
JOHN MARK G. DALISAY
KENNETH JAY N. GARATE CTOO - 11, SAD
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